[MPMJIOKEHUE Ne 3
K MpUKa3y JernapTaMeHTa o0pa3oBaHus
orl5 nrong 2018 Ne 890

NHO®OPMALIMOHHASA ITAMATKA VIS OBYUAIOHIUXCA 1A
PASMEHIEHUA HA OOPUITUAJIBHBIX UHTEPHET-PECYPCAX

C KaxaplM TOJIOM MOJIOJCKH B HMHTEPHETE CTAaHOBUTHCS OOJbIIE, a
IIKOJIbHUKU OJIHM W3 CaMbIX aKTUBHBIX IOJb30Bareiie PyHera. Mexnay Ttem,
IIOMHMO OTPOMHOT'O KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET M ITPoOJIeMbl. ITa
MmaMsaTKa JOJDKHA MOMOYb TeOe Oe30MmacHO HaxoauThes B ceTu. KoMmbloTepHBIC
BUPYChl KOMITBIOTEPHBIN BUPYC - 3TO PA3HOBUIHOCTh KOMIBIOTEPHBIX MTPOrPaMM,
OTJIMYUTEIILHOW OCOOEHHOCTBIO KOTOPOM SIBIISIETCS CIIOCOOHOCTh K Pa3MHOXKEHUIO.
B nononHeHue kK 3TOMy, BUPYChl MOT'YT TOBPEIUTh WM MOJHOCTHIO YHUYTOXKHUTH
Bce (haiiyipl ¥ JaHHBIE, TTIOAKOHTPOJIBHBIC MOJIH30BATEI0, OT UMEHH KOTOPOTro Oblia
3amylieHa 3apaXeHHasg MporpaMma, a TakyKe MOBPEAUTbh WM JaXXe€ YHHUYTOXKHUTH
OMEPALMOHHYIO CUCTEMY CO Bcemu ¢aiinamu B 1iejoM. B OonbIIMHCTBE Ciy4daeB
PacCpOCTPAHSIOTCA BUPYCHI Yepe3 MHTEPHET. METObl 3alllUThl OT BPEIOHOCHBIX
MPOTrpaMM:

1. Ucnonw3yit COBpeMEHHBIEC ONEpAIMOHHBIC CHUCTEMBbI, UMEIOIINE CEPhE3HBIM
YPOBEHbB 3aIUTHI OT BPEJOHOCHBIX ITPOrpamMm;

2. TlocTtosHHO ycTaHaBiMBal mnadyTu (UKM@poOBbIE 3alIaTKU, KOTOpbIE
aBTOMAaTHUYECKH YCTAHABIMBAIOTCA C II€JIbI0 JOPA0OTKH MPOrpaMMbl) U
Ipyrve oOHOBJIEHHS CBOEH onepalroHHON cucteMbl. CkaunBail KX TOJIBKO C
opuimanbHoro cairta paspadorunka OC. Ecnu cyliectByeT pexum
aBTOMAaTHUYE€CKOT0 OOHOBJIEHUS, BKIIIOUHU €T0;

3. Paboraii Ha cBoeM KOMIBIOTEpE TIOJl IpaBaMU I[OJIb30OBATENsA, a HE
aJIMHUHHUCTPATOpa. DTO HE MO3BOJIUT OONBIIMHCTBY BPEIOHOCHBIX MPOrPaMM
MHCTAJUIMPOBATHCSI HA TBOEM MEPCOHATBHOM KOMIIBIOTEPE;

4. Hcnonb3yii  aHTUBHPYCHBIE  MPOrpPaMMHBIE  TMPOIYKTBI  M3BECTHBIX
IPOM3BOAMUTENEH, C aBTOMATHUYECKUM OOHOBiIeHHEM ©0a3; 5. OrpaHudb
bu3znyueckuil JOCTYyN K KOMIBIOTEPY JJIsi MOCTOPOHHUX Juil; 6. Mcnonb3yii
BHEIIHUE HOCUTENU MHPOpMAINH, Takhe Kak (hielka, AUCK Win Qailn u3
MHTEPHETA, TOJIBKO U3 POBEPEHHBIX UCTOYHUKOB;

5. E[e oTkppiBail KOMIbIOTEpHbIE (hailsIbl, IMOJYYEHHBbIE M3 HEHAJECKHBIX
UCTOYHUKOB. Jlaxke Te (haiisbl, KOTOpbIEe MpHCIad TBOM 3HAKOMBIN. Jlydie
YTOYHH y Hero, oTnpasisut i oH Tedoe ux. Ceru WI-FI Wi-Fi - aTo He Bua
nepeaaur TaHHBIX, HE TEXHOJIOTHsI, a BCETO JiUIlb OpeH1, Mapka. Eie B 1991
rofly HUJepiaHjAcKas KommnaHus 3apeructpupoBana Openn « WECA», uto
ob0o3navano cinoBocoueranne «Wireless Fidelity», koToperit mepeBoguTcs



Kak «OecrnpoBojHAas TOYHOCTb». Jl0 Hamiero BpEeMEHH JoluIa Jpyras
ab0peBHaTypa, KOTopas SIBIIETCS TaKOM e TeXHOJIoruel. 91o abopeBuarypa
«Wi-Fi». Takoe Ha3BaHuWe ObUIO JTaHO C HAMEKOM Ha CTaHJAPT BBICIICH
3BykoBoi TexHuku Hi-Fi, 4To B mepeBone 03Ha4yaeT «BHICOKAs TOUHOCTDHY.
Jla, OecrinaTHbIM MHTEPHET-OCTYM B Kade, OTENsAX U a’dporopTax sBISETCA
OTJIMYHOW BO3MOXXHOCTBIO BbIXOJa B HHTepHET. Ho MHOrme skcmeprThbl
CUUTAIOT, uTO 001enocTynubie WiFi ceTu He SaBisitoTCsl 6€30MacHbIMU.

CoBeTbl 110 6€30MaCHOCTH PabOTHI B 00IIEAOCTYIHBIX ceTsix Wi-fi:

1. He nmepenamait cBoro muuHyr0 HHPOpMaImio yepe3 oomeaoctymnubie Wi-
Fi cern. PaGoras B HHUX, XKelareabHO HE BBOAUTH MAPOIH JIOCTYIIA,
JIOTUHBI U KaKKhe- TO HOMEpa;

2. Vcnonp3yil 1 0OHOBISH aHTUBUPYCHBIC MMPOrpaMMBbI U Opanamayep. Tem
cambIM Thl 00€30MaculIb ce0s OT 3aKaYKK BUpyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonwszoBanuu Wi-Fi otkmoun ¢yHkiuioo «OOmuid JocTyn K
daiinam u mpuntepam». JlanHas (QyHKIHS 3aKphIiTa MO YMOJYAHHUIO,
OJIHAKO HEKOTOpBIE TMOJb30BATEIM AKTUBUPYIOT €€ Ui YyJI00CTBa
MCIIOJIb30BaHUs B paboTe Win y4yeoe;

4. He wucnonb3yd nyomuuneidi WI-FI g nepenauu JAMYHBIX JTaHHBIX,
HaIrpuMep JJIsl BBIXOJA B COLUAIIbHBIE CETHU WM B 3JIEKTPOHHYIO MOYTY;

5. Hcnonp3yii Tonpko 3amuiieHHoe coeaunenne yepe3 HTTPS, a ue HTTP,
T.€. TIpu Habope BeO-apeca BBOAM UMEHHO «https://»;

6. B moOuisHOM Tenedone orkmoun ynkiuio «[loakmouenue k Wi-Fi
aBTomMaruuecku». He jgomyckaili aBTOMATHYECKOrO TMOAKIIOUCHUS
ycTpoiictBa k cerssMm Wi-Fi 0e3 TBoero cornacusi. ColdanbHbIE CETH
CouuanbHbIe CETHM aKTUBHO BXOAST B HAIly >XU3Hb, MHOTHE JIFOAU
paboTaloT U )KMBYT TaM MOCTOSIHHO, a B Facebook yxe 3aperucrpupoBan
MWUIAAPJT YEJOBEK, YTO SBJSIETCA OJHOM CEIbMOW BCEX IKUTEJIEU
mIaHeTel. MHOTHE TOJb30BaTe€NId HE TOHHMMAIOT, 4YTO HWHGOpMaIus,
pa3MelieHHass UMH B COIMAIBHBIX CETAX, MOXKET ObITh HaiijeHa U
MCITOJIb30BaHa K€M YroAHO, B TOM YHCIE HE 00s3aTelbHO C OJIaruMu
HaMEpPEHUSIMU.

OcHOBHBIC COBETHI IO 0€30MMaCHOCTH B COIIHAJIBHBIX CCTAX:

1. Orpanuyub civcok apy3ei. Y Te0s B APYy3bsAX HE TOJKHO ObITh CyYailHBIX
1 He3HAKOMBIX JIFOJICH;

2. 3amuMiai CBOK YACTHYIO XHU3Hb. He ykaspiBail maponu, TenegoHsl,
aapeca, JaTy TBOETO POXACHUS U JAPYryl0 JIMYHYIO HH(DOPMALHUIO.
37I0YMBIIIEHHUKH MOTYT HCIOJb30BaTh Jake MH(POPMALIUIO O TOM, KaK Thl U
TBOM POAMTEIM IJIAHUPYETE IPOBECTH KAHUKYJIBL;



3. 3ammimai CBOIO permyTaIuio - ISP’KU € B YMCTOTE U 3a/1aBail cede BOmpoc:
XoTen Obl Thl, YTOOBI JpPYyrue MOJIb30BATENM BHUJETH, UYTO Thl 3arpyskaeuib?
[Toxymaii, mpesxJie 4eM 4TO-TO OMyOJIMKOBATh, HAIIMCATh U 3arPYy3UTh;

4. Eciy T TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE UCIOJIb3Yl CBOE
pealIbHOE UMS U IPYT'YIO JINYHYIO MH(OPMALIMK: UMSI, MECTO KHTEIIbCTBA, MECTO
y4e0bl U Mpoyee;

5. M3beraii pazmenienust pororpaduii B IHTEpHETE, T/I€ THI N300 PAKEH HA
MECTHOCTH, 110 KOTOPOX MOXHO OIPEAEIUTH TBOE MECTOMNOJIOKEHHUE;

6. Ilpm perucrpamuu B COIMAIBLHON CEeTH HEOOXOAMMO HCIOJIb30BaTh
CJIOKHBIC TIAPOJIM, COCTOSIINE M3 OYKB W IU(p U C KOJIUYECTBOM 3HAKOB HE
MeEHee §;

7. Jns  conuambHOM CETH, IMOYThl W JIPYTUX CAaUTOB HEOOXOAMMO
UCIIONB30BaTh  pa3Hble TMapond. Torma eciu  TeOs  B3JIOMAOT, TO
3JI0YMBIIJICHHUKHU MOJTy4YaT JOCTYI TOJIBKO K OJJTHOMY MECTY, a HE BO BCE Cpa3y.
DNEeKTPOHHBIE JCHBIH ODJIEKTPOHHBIC JEHBIH - 3TO OYEHb YMOOHBIA CIIOCOO
miaTexXei, OJHAKO CYIIECTBYIOT MOIIECHHHKH, KOTOPBIE XOTST MONYYUTh 3TH
JICHbI'M. DJIEKTPOHHBIE JICHBI'M MOSBWJINCH COBCEM HEAABHO M MMEHHO H3-3a
3TOr0 BO MHOTHX TOCyAapcTBax J0 CUX IOP HE MPOMKCAHO MPO HUX B 3aKOHAX.
B Poccun ke oHM (PYHKIIMOHUPYIOT U O HUX YK€ IIPOMHMCAHO B 3aKOHE, TJIe UX
pa3aeisioT Ha HECKOJIBKO BUJIOB - aHOHMMHBIE M HE aHOHUMHBIE. Pa3HuIia B Tom,
YTO aHOHHMMHBIEC - ATO T€, B KOTOPBIX pa3peniaeTcs MPOBOAUThL orepanuu 0e3
UJIEeHTU(PUKAIIMKM  TIOJIb30BaTENsl, a B  HEAHOHUMHBIX  HJCHTU(UKAIUS
M0JIb30BATEIIS SIBIIAECTCS 00s13aTeNIbHOM. Takke cienyer pa3andaTh dJIEKTPOHHBIS
¢uaTHpie JeHbIM (paBHbI TOCYAApPCTBEHHBIM BaJllOTaM) M 3JEKTPOHHbIE
He(uaTHbIE IeHbIU (HE PaBHBI TOCYIAPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 10 0€30MacHOM paboTe ¢ EKTPOHHBIMH JI€HbraMU:

1. IlpuBsixu kK cueTy MOOMIIBHBIN TesleoH. DTO caMblil yIOOHBIN U OBICTPBIT
Croco0 BOCCTAaHOBUTH JOCTYI K cueTy. [IpuBsizanHblil TenedoH MOMOXET, ecliu
3a0yzellb CBOM IUIATEKHBIM Mapoib WM 3aiiielllb Ha CallT ¢ HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnons3yid omHopaszoBelie mapoyid. llocne mepexoga Ha YCUIIEHHYIO
aBTOpHU3AIMIO TeOe yxke He OyAeT yrpoXkaTh OMACHOCTh KPa)KH WJIM MepexBaTa
IJIATEKHOTO TapOoJIs;

3. BwiGepu cnoxubiii maposb. [IpectymHukam Oyaer He MPOCTO Yraaarhb
CJIOKHBINA Tapoib. HaaexxHble mapoiu - 3TO Mapoid, KOTOPbIE COJIEp)KAT HE
MeHee 8 3HAKOB M BKJIIOYAIOT B ¢€0sl CTPOYHBIE U MPOMUCHBIE OYKBBI, IIUGDPHI U
HECKOJIBKO CHMBOJIOB, TaKHe KakK 3HaK Jojiaapa, (pyHTa, BOCKIUIIATEIbHBIA 3HAK
u 1.11. Hampumep, $tROng!;;



4. He BBOIM CBOM JHMYHBIE JaHHBIE HA CalTax, KOTOPHIM HE JIOBEpSCIIb.
DneKTpoHHas ouTa JJIEKTPOHHAS [TOUTA - TO TEXHOJIOTUS U MIPEIOCTABIISIEMbIE
€10 YCIIYTU IO MEPECHUIKE U MOIYYEHHIO AJIEKTPOHHBIX COOOIIEHUH, KOTOpbIE
pacrpeniensitoTcss B KOMIbIOTEpHOU ceTH. OOBIYHO 3JIEKTPOHHBIA MOYTOBBIN
AIMUK BBINJIAIUT CIEAYIOMIAM 00pa3oM: WM TOJb30BATENsI(@WUMS_JIOMEHA.
Taxke Kpome Tmepesadyn MpOCTOr0 TEKCTa, UMEETCs] BO3MOXKHOCTh TepeaBaTh
(aitnbl.

OcHOBHEBIE COBETHI 110 6€30macHOli padoTe ¢ AISKTPOHHOM ITOYTOM:

1. Hamo BbIOpaTh mNpaBUIILHBIN TOYTOBBIN cepBUC. B HWHTEpHETE eCTh
OTPOMHBIN BBIOOp OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIYUIIE JTOBEPITh
TEM, KOT'O 3HACIIb U KTO NIEPBbIN B PEUTHHIE;

2. He yka3biBail B TMYHOM MoYTe JUYHYIO HHPopMaluto. Hanpumep, nydiie
BBIOPATh «MY3bIKaTbHBIN (haHaT@» uinm «pok2013» BmecTo «remal 3»;

3. Hcnonp3yil ABYX3TAHYHO aBTOPU3ALMIO. DTO KOrJa MOMHMO Mapojst
HYXKHO BBOJMTH KOJI, IPUCHUTAEMBbI 10 SMS;

4. BoiOepH CHOXHBIN Maposib. [[1s1 KaXk10ro MOoYTOBOTO AIIUKA JOJKEH ObITh
CBOU HAJCKHBIN, YCTOMYUBBIN K B3JIOMY I1apOJib;

5. Ecmm ecTtp BO3MOXHOCTh HalMCaTb CaMOMY CBOM JIMYHBIM BOIPOC,
VICIIOJIb3YU 3TY BO3MOXKHOCTb;

6. Hcnonb3yli HECKOJNBKO ITOYTOBBIX SIIMKOB. IlepBBIM 18 4acTHOM
NEPENHCKU C aJpecaTaMt, KOTOPBIM Thl JOBEPSEIIb. DTO ANEKTPOHHBIN aJIpec HEe
HAJ0 MCIIOJIb30BaTh IPU PErHCTPALlUU HA (popyMax U caiTax;

7. He otkpeiBaii (paiisibl ¥ Ipyrue BIOKEHUS B MUChbMAax, JTaXXe €CIU OHH
MIPUIILTA OT TBOMX Jpy3el. Jlydie yrouHu y HUX, OTTIPABIISIIN JIM OHU T€Oe ITU
daitner,

8. Ilocne oxoHuyaHusi paOOThl HAa MOYTOBOM CEPBHUCE IMEpE] 3aKPHITHEM
BKJIQJIKU C cailtoM He 3a0ynp Haxarh Ha «Beiiituy. KubepOymmmHr wumum
BUPTYaJIbHOE U3/IeBaTenbcTBO KnbepOymuHr - mpeciieioBaHue COOOIEHUIMH,
COJIEP)KAIMMH  OCKOpOJIEHUs, arpeccuio, 3allyTHMBaHUE;  XYJIUTaHCTBO;
colMalIbHOE OOMKOTUPOBAHUE C TIOMOUIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOpHOE C KNOEPOYIITUHIOM:

1. He Gpocaiics B 60oi. Jlydmmii crmoco6: mocoBeToBaThCS Kak ceOs BECTH U,
€CJIM HET TOT0, K KOMY MOXHO OOpaTHThCS, TO BHaUajle YCIIOKOUTHCS. Eciu Th
HaYHEIIb OTBEYaTh OCKOPOJECHUSIMHU Ha OCKOPOJICHHUS, TO TOJBKO eIle OoJbIie
pa3oxoKelb KOH(IIUKT;

2. Ynpaisii cBoeil kubeppenyraiuei;



3. AHoHUMHOCTh B cetu MHHMas. CyIecTBYIOT CHOCOObI BBISICHUTH, KTO
CTOMT 332 aHOHMMHBIM aKKayHTOM;

4. He crouT BEeCTH XYJIMTaHCKHN 00pa3 BUPTyadbHOW >ku3HU. MHTepHer
dbukcupyer Bce TBOM JCUCTBHUS M COXpaHSET UX. YJaIUTh UX OymeT KpaifHe
3aTPYIHUTEIBHO;

5. Cobiroail CBOIO BUPTYaAJILHYIO U€CTh CMOJIOAY;

6. Urnopupy¥ enuHuuHbli HeratuB. OmHOpa30BbIE OCKOPOUTEILHBIE
cooOIIeHust Jydiie HWrHopupoBath. (OOBIUHO arpeccusi NpeKpaimiaercs Ha
HayaJbHOM CTaJIUU;

7. ban arpeccopa. B nporpamMmmax oOMeHa MIHOBEHHBIMH COOOIIIEHUSIMU, B
COLIMAJIBHBIX CETSX €CTh BO3MOXHOCTh OJIOKMPOBKH OTIPABKU COOOIIECHUH C
OTIpEICIICHHBIX aJIPECOB;

8. Ecnu TbI cBUAETEND KNOEPOYIUIUHTA.

TBOM IEUCTBHSA: BBICTYIUTh MIPOTHUB MIPECIEIOBATENS, TI0KA3aTh EMY, YTO €r0
JNEUCTBUSI OLICHUBAIOTCA HETaTUBHO, MOJJICPKATh KEPTBY, KOTOPOU HYKHA
MICUXOJIOTHYECKass TIOMOIb, COOOIIUTh B3pOCIABIM O (haKTe€ arpecCUBHOTO
noBeneHuss B cethu. MoOumnbHbIM Tenedon CoBpeMeHHble cMapT)OHBI U
TUTAHIIIETHI COJIepKaT B ceOe BIIOJHE B3POCIbIA (PYHKIIMOHAN, U TENeph OHU
MOT'YT KOHKYPUPOBAaTh CO CTAallHOHAPHBIMU KOMIbIOTEpaMu. OJIHAKO, CPEACTB
3aIUTHI JIJIs1 TOJOOHBIX YCTPOWUCTB MOKA OYEHb Majo. TecTupoBaHWE U TOUCK
ySI3BUMOCTEN B HUX IIPOMCXOJUT HE TaK MHTEHCUBHO, Kak 1A EIK, To ke camoe
KacaeTcs U MOOWIIbHBIX MpuiiokeHu. CoBpeMeHHbIe MOOMIIBHBIE Opay3ephl yKe
NpPaKTUYECKW  JIOTHAJIM  HACTOJbHBIE  AHAJNOTM, OJHAKO  pacCHIMpEeHUe
dbyHKIIMOHAIa BIEYEeT 3a CO0OW OOJBIIYI0 CIOXHOCTh W MEHBIIYIO
3alUIEHHOCTh. Jlaleko He BCE MPOU3BOAMTENN BBITYCKAIOT OOHOBICHUS,
3aKpBIBAIOIINE KPUTUUECKUE YSA3BUMOCTHU MJII CBOUX YCTpOMCTB. OCHOBHBIE
coBeThl I Oe3omacHOCTH MoOWibHOro tenedona: Huuero He sBisercs mno-
HacTodlleMy OecruiaTHbIM. Byab ocTopoxeH, Beap Korga TeOe Mpeasararot
OecrulaTHBII KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKue- TO IJIaTHbIC YCIYTH;
Jymaii, mpexzae yem otnpaButb SMS, poto wiu Buaeo. Thl TOYHO 3HAEIIb, TI€
oHn OynyT B KoHedyHOM wurtore? Heobxoammo OOHOBISATH OMEPAIMOHHYIO
cucteMy TBoero cMaptdona; Mcnonb3yid aHTUBHPYCHBIE MPOrpaMMbl IS
MoOMIbHBIX TenedoHoB; He 3arpyxall TPUIOKEHUS OT HEU3BECTHOTO
MCTOYHHMKA, BEAb OHHU MOTYT COJEpPKAaTh BPEIOHOCHOE IPOrPAMMHOE
obecnieuenue; Ilocne Toro kak Thl BBIMJCIIL C calTa, TS BBOAMI JTUUHYIO
uH(dopMaInio, 3aii1u B HACTPONKK Opay3epa u ynanu cookies; [lepuognaecku
IIPOBEPSN, KAKUE IUIATHBIE YCIIYTH aKTUBUPOBAHBI HA TBOEM HOMeEpE; JaBaii cBoM
HOMEp MOOMJIBHOTO Tene(oHa TOIBKO JIOASM, KOTOPHIX Thl 3HACIIh U KOMY
noBepsienib; Bluetooth nomkeH OBITH BHIKIIIOUEH, KOTa Thl UM HE MOJIb3YEIIhCS.



He 3a0b1Bait nHorna npoBepsth 310. Online urpst CoBpeMeHHbIE OHIAWH-UTPHI -
ATO KPacOYHbIE, 3aXBATHIBAIOLUE PA3BICUEHUS, OOBEAUHSIONINE COTHU ThICAY
YeJIOBEK 10 BceMy MUpY. MIrpoku ncciaenyroT JaHHbIM UM MUp, O0IIAI0TCA IpYT
C IpyTrOM, BBIIIOJHSIOT 33JaHUSL, CPAXKAKOTCS C MOHCTPAMHU U MOIYy4aroT OMbIT. 3a
yIOBOJBCTBUE OHHU IUIATAT: MOKYMAIOT TUCK, OIJIAYMBAlOT aOOHEMEHT WM
npUOOpETAOT KaKhe-TO ONIuu. Bce 3Th cpencTBa MAyT HA MOAJAEpKaHUE U
pa3BUTHE UTPHI, a TAK)KE Ha caMy 0€30MaCHOCTh: COBEPIICHCTBYIOTCS CUCTEMBI
aBTOpH3allMH, BBIMMYCKAIOTCS HOBBIE Martyu (IUQPOBBIC 3ariaTKA IS
IporpaMm), 3aKphIBalOTCS YSI3BUMOCTH CEpBEpOB. B momgoOHBIX Urpax CTOUT
OI1acaThCsl HE CTOJILKO CBOMX COINEPHHUKOB, CKOJIBKO KPa)KU TBOETO MapoJsi, Ha
KOTOPOM OCHOBaHa CHCTE€Ma aBTOPU3allMU OOJIBIINHCTBA UTP.

OCHOBHBIE COBETHI IT0 0€30IMaCHOCTH TBOCTO HUI'POBOT'O aKKAyHTA:

1. Ecnu npyroii urpok BeneT cedsi MIoX0 WM CO3JaeT Te0e HEMPHUSATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB,;

2. Ioxanyiicss aIMMHHACTPATOPAM UTPHI HA TJIOXOE MOBEJICHUE ITOr0 UTPOKA,
YKEJIATEIIbHO MPHUJIOKUTh KAKUE-TO JOKA3aTEIbCTBA B BUAE CKPUHOB;

3. He yka3zbiBaii muunyto nuHpopmMmaliuio B npodaiie urpsel;
4. YBaxaii Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeoUIManbHbIC TATYH U MOJIBI,

6. Mcnionb3yl CIOXKHBIE U pa3HbIE MapOJIH;

7. JJaxke BO BpeMsi UT'Pbl HE CTOUT OTKJIFOYATh aHTUBUPYC.

[Toka TbI Urpaemnib, TBOM KOMIBIOTEP MOTYT 3apa3uTh. OUIMHT UM Kpaxa
JAUYHBIX TaHHBIX OOBIYHOM Kpa)kel JEeHEer U IOKYMEHTOB CETOJIHSI YK€ HUKOTrO
HE YAMBHUIIb, HO C pa3BUTUEM HMHTEPHET-TEXHOJIOTMI 3JI0yMBIIIICHHUKA
NEPEMECTUIIMCh B UHTEPHET, U MPOJOJDKAIOT 3aHUMATHCS «TFOOUMBIMY» JIETIOM.
Tax nmosiBUsIack HOBAsI yrpo3a: HHTEPHET-MOIICHHUYECTBA WK (DUIITUHT, TJIaBHAS
eldb KOTOPOrO COCTOMT B TMOJYYEHUM KOHQUIACHIMAIbHBIX JaHHBIX
noJib30Baresel - IOrnHoB U naposeit. Ha anrnuiickoM si3pike phishing untaercs
kak gumuHr (0T fishing - peiOHas n0BIs, password - mapos).

OcHOBHBIE COBETHI IO OOPHOE C (PUITUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Ecim Thl MOJ03peBaciilb, YTO TBOS aHKETa
Oblla B3JIOMaHa, TO HEOOXOAMMO 3a0JOKUPOBATh €€ H  COOOIIUTH
aIMUHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOpEe;

2. Ucnonb3yii Oe30macHbie BeO-CaiiThl, B TOM YHCIIE, MHTEPHET-MarasuHoB U
ITOMCKOBBIX CUCTEM;



3. Wcmonp3yii CIIOKHBIE W pasHble Mapoiu. Takum oOpazom, eciu TeOs
B3JIOMAIOT, TO 3JOYMBIIUIEHHUKHU MOJy4aT JOCTYI TOJBKO K OJHOMY TBOEMY
poUITIO B CETH, a HE KO BCEM;

4. Ecniu T1ebs B3IOMaiM, TO HEOOXOIMMO HPEAyHpeIuTh BCEX CBOHUX
3HAKOMBIX, KOTOPbIE J00ABJIEHbI Y T€OS B APY3bsIX, O TOM, UTO T€OsI B3JIOMAJIH U,
BO3MOXXHO, OT TBOEr0O HMMEHHM OyJeT pacchluaTbCsi CHaM U CCbUIKM Ha
(PMIIMHTOBBIE CANTHI;

5. YcranoBu Haaexubii napois (PIN) Ha MoOwmibHbIN TenedoH;
6. OTKIIIOUM cOXpaHEHUE TapoJs B Opaysepe;

7. He oTkpbiBail ¢aiiiabl U Apyrue BIOXKEHHUS B MUChbMaX, JaXKe €CIU OHU
IPUILLITN OT TBOUX Jpy3el. Jlydille yToOuYHU y HUX, OTTIPABIISIIN JIM OHU TeOe 3TU
(baibl.

[udposas penyraumst LudpoBas pemyramust - 3TO HEraTHBHAs WM
no3utuBHas MHopMaIusa B cetu o Tedbe. Kommpomerupyromas uHpopmarus,
pa3MelleHHas B HUHTEPHETE, MOXKET CEphe3HbIM 00pa3oM OTPa3HThCS HAa TBOEH
peasibHOM ku3HU. «lludpoBas penyrauus» - 3TO TBOM UMHIXK, KOTOPBIA
dopmupyercst u3 uHpopMauu o Tede B UHTEpHETE. TBOE MECTO JKUTENbCTBA,
y4eObl, TBO€ (PMHAHCOBOE MOJIOKEHUE, OCOOEHHOCTH XapaKTepa M PaccKasbl O
OJIM3KHX - BCE 9TO HAKAIIMBAETCS B ceTU. MHOrue MoJPOCTKU JIETKOMBICIIEHHO
OTHOCAITCSA K MyOJUKalMu JUYHOW uMH(opmanuu B MHTepHeTe, HE MOHUMAas
BO3MOXXHBIX MOCHENCTBUNA. Thl Jaxe HE CMOXEUIb J0rajaTbCsi O TOM, YTO
dotorpadus, pa3MmellieHHas 5 JeT Ha3aj, cTaja IPUYUHON OTKa3a MPUHATH Te0s
Ha paboty. KommeHnTapuu, pazmenienue TBoux Gororpaduit u 1pyrue AecTBus
MOT'YT HE HCYE3HYTh JAXe MOCIE TOro, KaK Thl UX yIaaullb. Thl HE 3HAEIb, KTO
COXpaHWJ 3Ty HH(OPMALMIO, TOMaja JId OHAa B IOWUCKOBBIE CHCTEMbI U
COXpaHWJIach JIM OHA, a IJIABHOE: YTO MOAYMAIOT O TeOe OKpYKarollue JIIOIHU,
KOTOpbIE HAWIYT U YBUIAT 3T0. HaliT nH(OpMaInio MHOTO JIET CITYCTSI CMOXKET
Mr000H - KaKk U3 TOOpBIX MOOYXKACHUN, TaK U C HAMEPEHUEM NPUUYUHUTH BPE.
DTO MOXET OBITh KTO YTOAHO.

OcHOBHBIE COBETHI 110 3alIUTE NU(PPOBOM penyTaruu:

1. TTogymaii, mpexxie yeM 4To-TO MyOIMKOBATh U MepeIaBaTh y ceds B OJiore
WM B COLMAJILHOM CETH;

2. B Hacrpoiikax mpodwuisi yCTaHOBM OIpaHUYEHHS] HA TPOCMOTP TBOETO
poUIst U €ro COEPKUMOr0, ClIeTail ero TOMBKO <«JIJIsl APY3ei»;

3. He pa3memaii u He yka3biBail HH(GOpMAIINIO, KOTOpask MOXKET KOTro-Tu0o
OCKOpOJIATh Wi oOWkaTh. ABTOpckoe mnpaBo COBpPEMEHHBIE IIKOIbHUKH -
AKTHUBHBIE MTOJIb30BATENH LIUPPOBOTrO MPOCTPAHCTBA.



OpnHako aneko He BCE 3HAKOT, YTO MOJIb30BAHHME MHOIMMH BO3MOKHOCTSIMU
muppoBoro Mupa TpeOyeT CoOOMIOAEHHS TMpaB Ha HHTEUIEKTYAIbHYIO
COOCTBEHHOCTh. Te€pMHMH «MHTEJUIEKTyaJlbHasi COOCTBEHHOCTb» OTHOCUTCS K
pa3UYHBIM TBOPEHUSM UEJIOBEYECKOr0 yMa, HAUMHAsl C HOBBIX M300pETEHUN U
3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh HAa MPOJAYKTHI U YCIYTH, U 3aKaHYMBas
KHUraMH, potorpadusiMu, KHHOPUIbMaMU U MY3bIKAIbHBIMU ITPOU3BEACHUSIMU.
ABTOpCKHE MpaBa - 3TO IpaBa HAa HWHTEUIEKTYalbHYI0 COOCTBEHHOCTh Ha
POU3BENECHUS HAyKH, JUTEPATYPbl U UCKYCCTBA. ABTOPCKHUE MpaBa BHICTYMAIOT
B KQUE€CTBE TapaHTUU TOTO, UTO MHTEIICKTYaJIbHBIA/TBOPUECKUN TPy aBTOpa HE
Oyzner HampacHbIM, JacT €My CIpaBeIMBbie BO3MOXKHOCTH 3apaboTaTh Ha
pe3ysbTaTax CBOETO TPYAa, MOJYYUTh M3BECTHOCTh M Npu3HaHue. Hukro Ge3
paspelieHs aBTOpa HE MOXKET BOCIPOU3BOIUTH €ro  IPOU3BENECHUE,
pacnpocTpaHsTh, MyOJUYHO JAEMOHCTPUPOBATH, MPOAABATh, UMIIOPTUPOBATH,
ycKaTh B MPOKAT, MyOJIMYHO UCHOIHSATh, MOKA3bIBATH/UCTIONHATH B 3QUpPE WIH
pa3mematb B HMHTepHere. lcnosib30BaHWE «IUPATCKOr0» MPOrPAMMHOIO
oOecreyeHus: MOKET MPUBECTH K MHOTUM PHCKaM: OT MOTEPH JAaHHBIX K TBOUM
aKKayHTaMm 710 OJIOKMPOBKH TBOETO YCTPOWCTBA, TJI€ YCTAHOBJICHA HEJeraabHast
nporpamMmma. He crouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIETalbHbIE H
OecruiaTHble TPOrpaMMbl, KOTOpPbIE MOXKHO HaWTth B cetu. O mnoprane
CeteBuuoK.pd - TBOM IIaBHBIN COBETUUK B CETH. 3/1€Ch Thl MOXEIIb Y3HATh O
0€3011aCHOCTH B CETH MOHATHBIM U JOCTYITHBIM SI3bIKOM, a P BO3HUKHOBEHUU
KPUTHUYECKON CUTyalluu OOpaTUTHCS 3a COBETOM. A TaKkKe MPHUHATh y4acTUE B
KOHKYypCax U CTaTb CaMbIM IIU(PPOBBIM IPaKAAHUHOM !



