
IIpusoxenne 2 

K OOA3aTeIbHOH HHMopMalnu 
JIA pa3MelleHHA Ha calite 

MH®OPMALLHOHHASA TAMATKA 
JIA OBYYAIOWUXCH JIA PASMEWLEHHSA 
HA O@MIUMAJIBHbIX HHTEPHET-PECYPCAX 

C kKa@KJIbIM FOJOM MOJIOJCKU B MATepHeTe CTAaHOBUTbCH GOJIbINe, a LIKOJIb- 
HHKH OJHH H3 CaMbIX AKTHBHbIX MOJIb30BaTeseH PyHera. Mey Tem, MOMHMO 
OFPOMHOLO KOJINYECTBa BO3MOX%KHOCTeEH, HHTCPHeT HeCeT MH MpoOOseMbI. DTa NaMsAT- 
Ka OJDKHa NOMO4b Tee Oe30NacHO HAXOJMTbCA B CeTH. 

KoOMIIbIOTepHbIe BHPYCbl 
KomiblorepHbiii BApyc - 9TO pa3HOBHJHOCTb KOMMbIOTepHbIX TporpamMM, 

OTIMYNTEILHOH OCOOCHHOCTHIO KOTOPOH ABIAeTCA CIOCOOHOCTh K pa3MHOKeHHW. 

B qonomHeHHe K STOMY, BHPYCbI MOFyT MOBPeMTb WIM MOJHOCTBIO YHHYTOXKAUTh 
Bce (PaiiJibI H JAHHbIC, NOAKOHTPOJIbHbIC MOJMb3OBAaTEIIO, OT HMCHH KOTOPOrO Oba 
3allyljeHa 3apaxKeHHad MporpaMMa, a TakKxKe NOBpeAMTb WIM Wake YHAITOXKUTb 
olepallHOHHy!O CHCTeMy CO BCeMH dbaliaMH B WeIOM. B OonbuMAcTBe ciy4aeB 

paclipocTpaHsAIoOTCA BHpyCcbl 4Yepe3 HHTepHeT. 

Merogbl 3al{MTbl OT BPCJOHOCHbIX IIpOrpaMM: 

1. Ucnonb3yi coBpeMeHHble oMepallMOHHble CHCTeMbl, HMeCIOWIHe cepbe3- 
HbI YPOBeHb 3all{HTbl OT BPCOHOCHBIX IIporpaMM; 

2. [locrosHHO ycTaHaBJIMBal Wa4yTH (WM@poBble 3aliarKH, KOTOpble aBTo- 
MaTHYeCKH YCTaHaBIMBAaIOTCA C LesIbIO JOpaOoTKH TIporpaMMbI) HW pyre OOHOB- 
JIGHHA CBOeH Ollepal\HOHHOH cucTreMbI. CKayHBali AX TOJIbKO C OHUMaIbHOrO 
calita paspadoTunka OC. Ecnu cyuecrByer pexHM aBTOMaTHYeCKOrO OOHOB,JIe- 
HHA, BKJIOUH ero; 

3. PaSorali Ha CBOeM KOMMbIOTepe NOY MpaBaMH MOb30BaTEIIA, a He a[MH- 
HHCTpatopa. DITO He NOSBOJIMT OOJbIIMHCTBY BPeJIOHOCHbIX NIpOrpaMM HMHCTajIn- 

POBaTLCa Ha TBOeM MepcoHasIbHOM KOMIIbIOTepe; 
4. Ucnonb3y aHTMBHpycHble NpOrpaMMHBble MpOJLYKTbl H3BECTHbIX NpOH3- 

BOJHMTeeH, C ABTOMATHYeCKHM OOHOBJICHHeM 6a3; 
5. Orpanuub pu3nyeckHi AOCTYM K KOMIIbIOTepy JIA MOCTOPOHHHX JIM; 
6. Ucnomp3yi BHeLIHMe HOCHTeNH HHopMallMH, Take Kak (pJieliKa, AHCK 

WIM (all M3 MHTePHETA, TOJIbKO H3 IIPOBeEpeHHbIX HCTOUHUKOB; 
7. He orkpbipali KOMIIbIOTepHble (aiisibl, MOYYeHHbIe M3 HEHAaLe%KHbIX HC- 

TOUHHKOB. Jlaxe Te dahl, KOTOpble NpHCJias TBOH 3HakKOMBIA. Jlyame yrouHn y 

Hero, OTIIPAaBIAI JIM OH TeOe HX. 

Ceru WI-FI 
Wi-Fi - 9To He BUA Mepesla4 aHHBIX, He TEXHOJIO“HA, a BCerO JIMWb Openy, 

Mapka. Euje B 1991 roqy HHAeplaHacKad KOMIIaHHA 3aperMcTpHpoBalla OpeHy



"WECA", aro o603Ha4aso coBocoyetaHue "Wireless Fidelity", koropplit nepe- 
BOJUTCA Kak "OecrpoBOJ{Had TOUHOCTB". 

J\o Halliero BpeMeHH Jolla JIpyras adOpeBuatypa, KOTOpad ABJIAETCA TAKOH 
*e TexHOJIOrHeH. Dro abOpesBuatypa "Wi-Fi". Takoe Ha3BaHHe ObIJIO jaHO C 

HaMeKOM Ha CTaHlapT BbICIUeH 3ByYKOBOM TeXHHKH Hi-Fi, uro B MepeBoje O3Haya- 

eT "BLICOKad TOUHOCT". 

Jla, OecnmaTHEI MHTepHet-fOcTyI B Kade, OTeIAX H aNpOMopTax ABIIAeTCA 
OTIMYHOH BO3MO%KHOCTHIO BbIXO/a B HHTepHeT. Ho MHOrHe 9KCIIepTbl CUHTAIOT, 
4TO OOMeMOcTyMHBIe Wi-Fi cern He ABJIAIOTCA Oe30NaCHbIMH. 

Cosetbl 10 Oe30nacHOcTH paooTE! B OOMIeIOCTYMHBIX ceTax Wi-fi: 
1. He nepeyasait cBoro M4Hy!IO HHopMalHio Yepe3 OOMeOCTyHHbIe Wi-Fi 

ceTH. PaOoras B HUX, *KeaTeIbHO He BBOJMTb MapoOJH WOcTynMa, JIOPHHbI H KaKHe- 
TO HOMepa; 

2. Ucnolb3yh 4 OOHOBIAH aHTHBUpyCHble MporpaMMb! HW OpanyMayep. Tem 

CaMBbIM TbI OOe30MaCHIIb CeO OT 3AKAUKH BUPyCa Ha TBO YCTPOHCTBO; 
3. [pu ucnomp30Banun Wi-Fi orkmoun dynKuuio "OOumh goctyn K dali- 

aM MW MIpwHtTepaM". JlJanHad PyHKUHA 3aKpbiTa MO YMOJMaHHIO, OHAKO HeKOTO- 
pble MOb3OBATeIM AKTHBUPYIOT ee JIA YOOCTBa HCMOb30BaHHA B padoTe HJM 

yuebe; 
4. He ucnons3yh myOnmanei WI-FI yuia nepeyqa4un JIMYHbIX aHHbix, 

HalIpHMep JIA BbIXOJa B COMMAIbHbIC CCTH WIM B WICKTPOHHY!0 MOUYTY; 
5. Vicnosb3yii TOJIbKO 3alMUeHHoe CoeyMHeHHe Yepe3 HTTPS, a He HTTP, 

T.e. pH Hadope BeO-aypeca BBO HMeHHO "https://"; 
6. B MoOwJIbHOM Tesleoue oTKOUK PyHKyHO "TlouKmo4eHHe K Wi-Fi aB- 

Tomatuyeckn". He yornycKal aBromaTw4eckoro MOAKOYeHHA yCTpolicrBa K Ce- 
TaM Wi-Fi 6e3 TBOero cormacHuaA. 

CouMasibHble ceTu 
ColasibHble CeTH AKTHBHO BXOJAT B HALly KH3Hb, MHOPHe JUOTH paboTaioT 

M 2KUBYT TaM NOCTOAHHO, a B Facebook ye 3aperucTpHpoBaH MHJWIMAapy YeNOBeK, 
4TO ABJIACTCA OHOM CebMOH BCeX %KUTeeH miaHeTbl. MHOrHe MOJIb30BaTeIH He 
MIOHHMaroT, YTO HHDOPMALIMA, Pa3MeCLICHHaA MMH B COLMAJIBHBIX CeTAX, MO2KET 
ObITb HalijleHa HW HCHOIb30BaHa KEM YrOHO, B TOM 4Hcie He oOa3aTeIbHO ¢ OuIa- 

rMMU HaMepeHHAMH. 
OcHOBHBIe COBeTHI 10 Oe30MaCHOCTH B COWMAJIbHBIX CeCTAX: 
1. OrpaHu4ub ciMcoK Apy3eH. Y TeOa B Apy3bAX He OJDKHO ObITb cuLy4al- 

HbIX H HE3HAKOMBIX JOH; 
2. 3aujMulal cBoro YacTHy10 X%KH3Hb. He yKa3biBali Naposin, Tresle@oubl, ape- 

ca, ary TBOero poxKAeHHA MU Apyry!o JIHYHyO HHOpMaLHIO. 3IOyMbILWICHHHKH 
MOryT HCHOJIb30BaTb laxke HHPOPMALMIO O TOM, KaK TbI H TBOH POAHTeIM MWIaHH- 
pyeTe MIpoBecTH KaHHKyJIbI; 

3. 3ammali cBoro pellyTalnio - jlepxKH ee B 4UCTOTe UM 3aaBali ceOe BO- 

mpoc: xorey Obl Th, YTOOLI Apyrve MOWL3I0BATeIM BULeUM, 4YTO ThI 3arpy%xKaelib? 
Tlonymai, ipexye YeM 4TO-TO OYONMKOBATH, HallMcaTb HW 3arpy3HTb;



4, EciM TbI rOBOpHUlb C JNOJ[bMM, KOTOPbIX He 3HaellIb, HE HCIIOJb3yH CBOe 

peasibHoe UMA UM Apyrylo JIM4Hy!IO MHMOPMAalMU: MMA, MeCTO %*KUTeIbCTBa, MeCTO 

yuednl 4 mpouee; 

5. U36eral pasmemlenus dotorpadui B Untepuere, re THI H300parxKeH Ha 
MeCTHOCTH, 110 KOTOPOH MOXKHO ONpeesMTb TBOe MECTONOJOKEHHE; 

6. IIpu perucrpaluu B COWMasIbHOM CeTH HEOOXOJMMO HCIIONb30BaTb CIOK- 

Hble WapoOsIH, COCTOAMIMe 43 OYKB U WMP MH C KOJIM4eCTBOM 3HaKOB He MeHee 8; 
7. Ja CouHaNbHOH CeTH, MOYTKI H Apyrux caliToB HeOOXOAHMMO HCTIOJIb30- 

BaTb pa3Hble napowM. Tora ecm TeOa B3JIOMAIOT, TO 3JIOYMbILLJICHHAKH MOsryaat 

JLOCTYII TOJIBKO K OJIHOMY Me€CTY, a He BO BCe Cpa3y. 
FeKTpOHHbIe CHB 
DNeEKTPOHHbIe HLTH - TO OUeHb YOON cnocoO niaTrexel, OHaKO Cy- 

WECTBYIOT MOLUCHHHKH, KOTOPbIe XOTAT MOJIYYHTb 9TH JEHbIH. 
QUeKTPOHHble JCHbIM NOABHJIMCb COBCEM HeaBHO HM MMeHHO H3-3a ITOTO BO 

MHOrHX rocyapcTBax JO CHX Op He MIpormcaHo Mpo HHX B 3aKOHAX. 

B Poccuu Ke OHM (YHKIMOHUPYIOT UH O HHX yxKe MpOMucaHo B 3aKOHe, me 
UX pa3leIAIOT Ha HECKOJIbKO BHJLOB - AHOHHMHbIe H He AHOHHMHbIe. PasHula B 

TOM, 4TO AHOHUMHBIe - STO Te, B KOTOPHIX pa3pelllaeTcaA MpOBOAUT OMepalHu 6e3 
UNeHTHPUKAUHH NONb30BAaTeJIA, A B HEAHOHMMHBIX HCHTHMUKALLMA MOUb30BAaTCIA 
ABJIACTCA OOAZATEJIBHOH. 

Take cileqyeT pazIMyuaTb 3IeKTpOHHbIe (uaTHbIe JeEHbI (paBHbl rocyap- 
CTBCHHbIM BaJIIOTaM) H ICKTPOHHbIe HedvaTHble WeHbr (He paBHb! rocyap- 

CTBCHHBIM BaJIIOTaM). 
OcHOBHBIe COBeTHI 110 Ge30racHol pabore Cc dJIEKTPOHHbIMHM JICHbraMH: 
1. [[pussxu kK cyeTy MOOMIbHbIN TenedoH. DITO cambiit yOOHbIA H ObICT- 

ppl coco BoccTaHOBHTb JocTyn kK cyeTy. IIpuBa3aHHbii TresedoH NOMOXxeT, ec- 
IM 3a0yjlellb CBOM TWw1aTeKHbIM MapOJlb WIM 3alijeuIb Ha car C He3HaKOMOrO 
yCTponcrsa; 

2. Acnonb3yi ofHopa3osbie napomn. Ilocne nepexojla Ha yCHIeHHYyIO aBTo- 
puH3auuto Te6e yxe He OyeT yrpoxaTb ONaACHOCTb KpaxKH WJIM epexBaTa M1aTexK- 

HOO Maposs; 
3. BeiSepuH cnoxHbIi naponp. llpecrynmHukam Oyler He Hpocro yrafaTb 

CHOKHBIN Napowb. HayexkHbie NapolM - ITO NaposM, KOTOpble coepxaT He MeHee 

8 3HaKOB HW BKJUOUAIOT B CeOA CTPOUHLIe H MpoMMcHble OyKBbI, Hpbi H HECKOJIb- 

KO CHMBOJIOB, TaKHe KaK 3HaK JOJWiapa, PyHTa, BOCKIMUaTebHbI 3HaK HM T.M. 
Hanpumep, $tROng!;; 

4. He BBoM CBOH JIM4HbIe JaHHble Ha CaliTax, KOTOPbIM He JJOBepACLIb. 

QeKTpOHHAaA MOYTAa 

QWeKTPOHHAaA MOUTAa - ITO TEXHOJIOMMA MH IpeOCTaBJIAeMBle ero YCJIYTH M0 

MepecbliKe HW MOJYYCHHIO ZICEKTPOHHBIX COOOLWICHHH, KOTOPble paclipee/IAIOTCHA B 
KOMIIbIOTepHOH CeTH. OOBMHO ICKTPOHHbIN NOYTOBBIM AWIMK BbIPIANMT cyleLy- 
}OWJMM OOpa30M: HMA_NOJb30BaTeIA@HMA_WOMeHa. TakxKe KpoMe Tlepeqa4u mpo- 

CTOrO TEKCTa, HMe€eCTCA BO3MOX%KHOCTh Nepeapath (paiiJibl. 
OCHOBHBIC COBCTHI 110 Oe30HacHol paOoTe ¢ WieKTPOHHOH MOUTON:



1. Hago spl0paTb paBHibHbli moyrospli ceppuc. B wHTepHere ecTb 

OrpOMHBIi{ BbIOOp OecraTHbIX MOYTOBbIX CePBHCOB, OJHAKO JTyUe OBeEpATb TeM, 
KOrO 3HaeIlb MH KTO MepBbIM B peHTHHre; 

2. He yka3piBali B IM4HO NoUTe MuHy!Io HHCOpMarmio. Harpumep, jryuue 

BbIOpaTb "MY3bIKaJIbHbIM_ dbanar@" win "poK2013" Bmecro "remal3"; 

3. Ucnonp3y WByxoralHyl0 aBropH3alvio. ITO Kora MOMHMO Tlaposs 

HYKHO BBOJHMTb KOA, WpHcbiiaembii 0 SMS; 

4. BaiOepu cnoxHbIi napos. Jtia KaxOro NOYTOBOFO AMIMKAa JLOJOKeH ObITb 

CBOH Hale*KHbIM, YCTOMUMBbIM K B3JIOMY TapOJIb; 

5. Ec eCTb BO3MO%KHOCTb HallMcaTb CaMOMY CBOH JIM4HbIM BOIIpoc, HC- 
NOJIb3yH ITY BO3MOXKHOCTH; 

6. Ucnolp3yi HecKOsbKO NMOUTOBLIX ALIHKOB. IlepBbii Win YacrHOH nepe- 

NHCKH C apecaTaMH, KOTOPbIM TbI JOBepAeLIb. ITO WIeKTPOHHbI altpec He Halo 
HCMOJIb30BaTb Np peructTpalMu Ha PopyMax H cailiTax; 

7. He orkppbipai dab! u pyre BOKeHHA B MMCbMax, JlaxKe CCIM OHH 

pHi OT TBOMX Apy3ei. Jlyuame yrouHH y HUX, OTIPAaBIAIM JIM OHM TeOe 9TH 
cbalisibr; 

8. [locne oKoHYaHHA paOoTbI Ha MOYTOBOM cepBHce Mepey, 3aKpbITHeM 
BKJIaJ[KH C CaHTOM He 3a0yJib HaxarTb Ha "Baru". 

KuOepOyJuIMHr WIM BAPTyaibHoe H3),eBaTeJIbCTBO 
KuGepOysWIMHr - MpeculeqoBaHve COOOMIeEHHAMH, COJepxKallMMH OCKOpOyIe- 

HUA, AMpeCcH1O, 3allyrHBaHHe; XYJIMPaHCTBO; COlMasIbHOe OOMKOTHPOBAHHe C T0- 
MOUJbIO pa3JIM4HbIX HHTCPHET-CepBHCOB. 

OcHOBHBIe COBeTHI 110 GopBGe c KHOepOyJIMHTOM: 

1. He Opocaiica B Oot. Jlyuuimi cnocoO: nocoBeToOBaTbCs KaK CeOA BeECTH H, 

ecIM HeT TOPO, K KOMY MO%KHO OOpaTHTECA, TO BHAaYaIe ycuoKOUMTBCA. EcsiM TbI 
Ha4Hellb OTBCYaTbh OCKOPONeHHAMH Ha OCKOPOJIeHHA, TO TOJIbKO ele OosIbILe 

PasOxKeLIb KOHMIIAKT; 
2. YnpaBial cBoelii KHOeppenyTamnen; 
3. AHOHHMHOCTb B CeTH MHHMas. CyllecTBylOT CrOCOObI BbIACHHTb, KTO 

CTOHT 3a AHOHMMHBIM aKKayHTOM; 
4. He crour Becru xylmranckHi o6pa3 BupTyalbHoH »*H3HH. MarepHer 

(ukcupyeT Bce TBOM JleHcrBuA WH COXpaHseT UX. YAIMTb UX OyyeT KpaitHe 3a- 

TPYHATeJIbHO; 
5. CoOsojai CBOIO BUPTYaJIbHYIO YeCTb CMOJIOLLY; 

6. Mrnopupyit equHM4Hb HeraTuB. OHOpa30Bble OCKOPOUTeIbHbIe Coob- 

WeHHA yule UrHOpHpoBaTb. OObMHO arpeccusA MpekpalijaeTcA Ha HayaJIbHO 

cTaqHHu; 
7. baw arpeccopa. B nporpamMax oOMeHa MIrHOBCHHbIMH COOOLICHHAMH, B 

COWMAJIBHBIX CCTAX CCTb BO3MO2KHOCTh OJIOKHPOBKH OTIPaBKH COOOLMeHHH Cc oMpe- 
JICJICHHBIX apecoB; 

8. Ec Thl cBuyeTenb KHOepOyiMHra. TBO JeHCTBHA: BbICTYNHTb IpOTHB 

IIpeclIeqOBaTesIA, MOKA3ATb CMY, YTO ero WeHCTBHA OLCHHBAIOTCA HeraTHBHO, MOL- 
epxKaTb WKepTBY, KOTOPOM Hy2KHa IICHXOJOFH4eCKad MOMOLMIb, COOOMIMTS B3poc- 

JIBIM O (baKTe arpeCCMBHO"O MOBeJeHHA B CeTH.



Mo0Ousibublii Tesedou 

CoBpeMeHHBle CMapT@OHb! HM Mane Tb! COepxKaT B CeOe BIOIHE B3POCIBbIi 

(PyYHKUMOHA, H Telepb OHH MOryT KOHKYPHpOBaTb CO CTallMOHaPHbIMHM KOMIIbIO- 

TepaMH. OHaKO, CpeCTB 3aL[MTbI JWI MOAOOHbIX yCTpOHcTB MOKa O4eHb Malo. 

TecrupoBaHue UM MOCK ys3BUMOCTel B HAX MPOHCXOJMT He TaK MHTCHCHBHO, Kak 

mia IIK, To 2#e CaMoe KacaeTCa HM MOOWIBHBIX IIpHJIO*KeHHH. 

CospeMeHHble MOOMWIbHbIe Opay3epbl y2Ke NpaKTHYeCKM MOFHalM HAaCTOJIb- 

Hble aHaJIOrM, OJHaKO pacuiMpeHve (byHKIWMOHaa BleueT 3a COOOH OONbITyIO 
CJIOWKHOCTS H MCHDILYIO 3alHUJeCHHOCTS. 

Jlaneko He BCe MpOK3BOJMTeNM BbIILYCKaIOT OOHOBICHHA, 3aKPbIBaIOUHe 
KPHTHY4eCKHE YA3BUMOCTH JWI CBOHX YCTPOHCTs. 

OcHOBHble CoBeTbI JVIA Ge30MacHOCTH MOOMJIbHOrO TesIe@oua: 

Huvero He ABJINeTCH MO-HacTosuemMy OecraTHbIM. byjb OCTOpO?KeH, BesIb 
Kora TeOe npessiararoT GecmiaTHbiii KOHTeHT, B HEM MOryT ObITb CKpbITbI KaKHe- 
TO IlaTHble YCIIYTH; 

JIymaii, npexye 4uem oTrpasuTs SMS, oro usu Buyeo. Tb TOUHO 3Haellib, 

re OHH OyyT B KOHeYHOM uTore? 
HeoOxoMMo OOHOBIIATh ONlepaltHOHHylo CHCTeMy TBOerO CMapTdoua; 
Ucnouip3yi antTuBupycHble IporpaMMBbIl JIA MOOWJIBHbIX TesIeE@OHOB; 

He 3arpyxali mpHioxKeHHA OT HeEH3BECTHOrO HCTOUHMKA, BeJlb OHH MOTYT 

COepxKaTb BPeOHOCHOe IIporpaMMHoe oGecrieyenne; 
Ilocue Toro Kak THI BbIMWelWb c calita, re BBO JIMYHyYIO HHMOpMaLuio, 

3a B HacTpoHKH Opay3epa u yas cookies; 

IlepHoyu4ecku mpoBepsi, Kakve MiaTHble yCJlyru AaKTHBUpOBaHbl Ha TBOCM 
HOMepe; 

/lapaii cBoH HOMep MOOMJbHOrO TesIe@OHa TOJbKO JOJLIM, KOTOPbIX Tbl 

3Haelllb H KOMY JIOBepAeLIb; 
Bluetooth qosKeH ObITb BbIKIOUeH, KOra Thl HM He MOb3yeulbesd. He 3a- 

ObilBali HHOra MpOBepATh 3TO, 
Online urpst 
CoppeMeHHble OHJIaHH-HIrpbl - STO KpacOUHble, 3aXBaTbIBalOWIMe pasBsieue- 

HHA, oObeHHAIOUIHe COTHH ThICHY YeJIOBCK MO BCCMY MHpy. Mrpoxu HCCIICAYIoOT 

aHHblli UM MHP, OOMIaIOTCA JIPyr C APYFOM, BbINOJIHAIOT 3a,aHHA, CpaxKaloTcs C 
MOHCTpaMH HM TMOJy4aloT ONbIT. 3a YLOBOJIbCTBHE OHM IWlaTAT: HOKYHarOT JACK, 
ona4HBaroT AGOHEMEHT HIM NpHoOpetTaroT KakHe-TO ONIMHH. 

Bee 9TH cpeycTBa HAT Ha Nos epxkaHve U pasBHTHe HIpbl, a TakxKe Ha CaMY 
Oe30MaCHOCTb: COBEPLICHCTBYIOTCA CHCTeMbI ABTOPH3alHH, BbIITYCKaIOTCA HOBBIe 

naTun (WMpossle 3aarkKu JIA MpOrpaMM), 3aKPbIBalOTCA YA3BHMOCTH CepBepoB. 
B mogoOHbix urpaxX CTOHT OlacaTbCA He CTOJIbKO CBOHX COMePHHKOB, 

CKOJIbKO Kpa@KH TBOerO MapOJId, Ha KOTOPOM OCHOBaHa CHCTeMa aBTOpH3allHu 

OOJIbIIMHCTBA HIp. 
OcHOBHBIle COBeTHI 110 Ge30MacCHOCTH TBOerO HIpOBOrO aKKayHTAa: 
1. Ecnm gpyroi urpok Beyet ceOa n10xO HIM cO3qaeT TeOe HeEMpHATHOCTH, 

3a0IOKUpyii ero B CIIMCKe HIpOKOB;



2. [loxarylica aMHHUCTpaTopaM HIpbl Ha WIOxXo0e MOBeeHHe 9TOFO HIpo- 
Ka, K@JIATCIbHO MPHJIOKUTb KAKHC-TO JOKa3aTeJIbCTBAa B BUJIe CKPHHOB; 

3. He yka3pipaii M4nyIo HHCopMallHio B Ipodaliie urpb!; 

4, YBaxal JIpyrux y4acTHHKOB 110 urpe; 
5. He ycranaBinBali HeOduMaIbHble WaTau W MOJBI; 

6. Acnomp3yt coxKHbIe MW pasHble Napouin; 

7. Jlaxke BO BpeMA UIpbI He CTONT OTKNOYaTb anTuBUpyc. [loka TbI urpa- 

Clb, TBOM KOMIIBIOTep MOTYT 3apa3HTb. 
@MUUIMH WIM KpakKa JIMYHbIX JAaHHbIX 
OOsmHon Kpaxeh ener M WOKYMeHTOB CerodHA yxKe HUKOFO HE YMBHLUIb, 

HO C€ pa3BHTHeM HHTepHeT-TeXHOJIOPHH 3IOYMbIMWICHHHKH NepeMeCTHJIMCb B HH- 
TePHeT, H NpOMOIMKAIOT 3AHHMATHCA "TIOOHMBIM" JICJIOM. 

Tak NOABHJIaCb HOBaA yrpo3a: HHTeCpHeT-MOWCHHHYeCTBAa HH HWY, 
rlaBHasd Leb KOTOPOroO COCTOUT B MOUYYeHHU KOH(UCHIMAIbHbIX JAHHBIX TOJIb- 
30BaTeeH - JIOrHHOB HW NaposeH. Ha anrimiickoM s3bIKe phishing unTaerca Kak 

(uur (oT fishing - pplOHas JOBIA, password - napoutn). 
OcHOBHbIe COBeTHI 110 OopbOe c PHWIMHTOM: 

1. CyleqHv 3a CBOHMM akKayHTOM. EcJim TbI 1OL03peBaecllb, 4YTO TBOA aHKeTa 

Oblia B3IOMaHa, TO HEOOXOAHMO 3aOJIOKHPOBATb ee H COOOMIMTh alMHHHCTpaTo- 

pam pecypca 00 9TOM Kak MO2KHO cKopee; 
2. Ucnons3yli Oe3onacublie BeO-caliTbl, B TOM 4HCJIe, HHTePHET-Mara3HHOB HU 

MIOHCKOBBIX CHCTeM; 
3. Ucnonp3yi cioxKHbIe HW pa3Hbre Maposm. TakumM oOpa3o0m, ecm Teda 

B3IOMAIOT, TO 3JIOYMBILWICHHUKH MOYYaT JOCTYI TOJIbBKO K OJHOMY TBOeMy IIpo- 

(PHO B CeTH, a He KO BCeM; 
4, Ecnu TeOs B3JIOMaJIM, TO HEOOXOMMO TIpeyrpeylMTb BC€X CBOHX 3HaKO- 

MbIX, KOTOpble 1OGaBIeHbI y TeOsA B JIPy3bAX, O TOM, YTO TeOs B3JIOMAJIM H, BO3- 
MOXKHO, OT TBOeTO HMeHH OyjeT paccbllaTbesA craM H CCbWIKH Ha (PHLIHHPOBBIe 
CaHTBI; 

5. YcTaHOBH HalexKHbIM Mapotb (PIN) Ha MOOMJIbHBIA Tesemou; 

6. OTKIIOUN COXpaHeHHe NMapoa B Opay3epe; 
7. He OTKpbiBali cbaiiuibl MH ApyrHe BIIORKCHHA B NHCbMax, Take CCJIH OHH 

TIPHWWIH OT TBOHX Apy3eH. Jlyame yrouHH y HUX, OTIMpaBIAJIM JM OHH TeOe 9TH 

caiiJipl. 

Lludposas penytrana 
Lludpopas peryTaltua - 9TO HeraTHBHad WIM MO3MTHBHad MHOpMallHA B 

ceTuH 0 TeOe. Kommpometupylomlad HHMOpMallnA, pa3sMellleHHad B HHTepHeTe, MO- 
%KeT CePbe3HbIM OOPa30M OTPAa3HTbCA Ha TBOCH peaJIbHOM %*XH3HH. "Llud@posas pe- 
myTauHa" - 3TO TBOM HMHJDK, KOTOpHI dopmMupyerca “3 HH*POpMalHH O Tebe B 

MHTepHete. 
TBoe MeCTO X%KHTeJIbCTBa, YYeObI, TROe PUHAHCOBOe NOJIOXRKeHHEe, OCOOeHHO- 

CTH XapakTepa UH paccKa3bl O OJIM3KHX - BCe DTO HaKalWIMBaeTcs B CeTH. 
Muorne MopocrKH JIerKOMbICICHHO OTHOCATCA K MyOJIMKalH JIM4HOH HH- 

(bopMauHH B MHTepHeTe, He NOHHM@A BO3MO27KHbIX MOCICICTBHH. Thi axe He



CMOXKEMb NOralarbcA O TOM, 4TO PoTorpadus, pasMeleHHas 5 Jer Hazayl, crasia 

NIpPHAMHOH OTKa3a IPHHATb TeOs Ha padoty. 

KoMMeHTapHH, pa3MelleHHe TBOMX (oTorpadui vw JIpyrue WelicTBuA MoryT 
He HC4e3HYTb axe Mocie Toro, KaK TbI HX yaMutb. Thi He 3Haelllb, KTO COXpa- 
HHJI 9TY HHOpMalLlH, Morlaa JIM OHA B MOHMCKOBbIC CHCTeMbI WH COXpaHuJlacb JIM 

OHA, a PlaBHOe: 4YTO MOyMaloT O TeOe OKpy2xKaloulve JOM, KOTOPble HaliyT u 

yBHAAT 9TO. Halitu HHopMalMIo MHOFO JieT clrycTsA CMOxeT OOOH - Kak 13 1106- 
PbIx NoOyxeHHH, TaK H C HAMepeHHeM [IPHYHHUTb BpeA. ITO MOxKeT ObITh KTO 
yrOHO. 

OcHOBHbIe COBeTHI M10 3alHTe WAdpoBow penyTanu: 
1. LlonymMaii, mpexye 4eM 4TO-TO NyONMKOBAaT HM MepesaBaTb y ceOsa B OOre 

HJIM B COWMAJIbHOH CeTH; 

2. B Hactpolikax mpodusia ycTraHoBH OrpaHHueHHsA Ha MpocMOTp TBOero 

MIpO@HIA HW ero COep2xXUMO"O, Cea ero TONbKO "WIA Wpy3ei"; 
3. He pasmeulali U He yKa3bIBali MHOpMallMIO, KOTOpad MOXKeT Koro-sHO0 

OCKOpONATh HIM OOWKATD. 

ABTOPCKOe I1paBo 

CoBpeMeHHbIe WIKOJIbBHHKH - aKTHBHbIe MOJIb30BaTeIM WHdpoBoro mpo- 

cTpaHcTBa. OHaKO JasleKO He BCe 3HAaIOT, 4TO I10JIb30BaHHe MHOrMMH BO3MO2KHO- 
CTAMH WHdpoworo Mupa TpeOyer coOOAeHHA MpaB Ha HHTeCJWICKTYAIbHy!IO COO- 
CTBEHHOCTb. 

TepMHH "HHTeJWIeKTYasIbHasd COOCTBEHHOCTb" OTHOCHTCA K pa3JIM4HbIM TBO- 

peHHAM YeNOBe4eCKOrO yMa, HadHHad C HOBbIX H300peTeHHH HU 3HaKOB, OOO3HAa- 
YalOWHX COOCTBCHHOCTh Ha NPOLYKTbI WH YCHYr, HW 3aKaH4HBad KHUTaMH, PorTo- 
rpadvAMu, KHHOMHJIbMaMH HM MY3bIKa@JIbHbIMH IIPOH3BeJIEHHAMH. 

ABTOpCcKHe IipaBa - 9TO IIpaBa Ha HHTeJWICKTYaJIbHY!O COOCTBeEHHOCTb Ha 

NpOw3BeeHHA HayKH, JIMTepaTypbl HW ucKyccTBa. ABTOpCKHe MpaBa BbICTYMaIOT B 
KadecTBe rapaHTHH Toro, 4YTO HHTCWICKTYaIbHbIii/TBOpYecKHH TpyJ| aBTopa He Oy- 

J\eT HarpacHbIM, JacT CMY CIIpaBeWIMBbIe BO3MOXKHOCTH 3apaooTaTb Ha pe3yJIbTa- 
Tax CBOero Tpyjla, MOJYYATh H3BeCTHOCTb MU Mpv3nHanHve. Huxro 6e3 pa3peuleHHA 
aBTOpa H€ MOXKCT BOCIIPOH3BOAMTb ero MpOu3BeAeHHe, paciipocTpaHATh, myO/H4y- 
HO ACMOHCTPHPOBAaThb, NpOMaBaTb, HMIIOPTHpOBaTb, UYCKalb B IpOKatr, nyOuH4HO 

MCIOUIHAT, MOKA3bIBATL/MCHOJIHATL B O@Upe WIM pasMellarb B MHrepuHerte. 

Ucnomb30BaHHe "nMparcKoro" IporpaMMHOoro OOecreYeHHA MO2KeT IIpHBe- 
CTH K MHOrHM PHCKaM: OT NOTepH JaHHbIX K TBOMM aKKayHTaM JO OJIOKHPOBKH 
TBOerO ycTpolicTBa, re ycranoBsiena HellerasibHas mporpamMa. He crouT Takxe 
3a0bIBaTb, 4YTO CYLIeCCTBYHOT JIeraibHble HM OeciaTHble UpOrpaMMbl, KOTOpbIe 
MO2KHO HaHTH B CeTH. 

O noprame 

CeresnyoK.pd - TBO MaBHbIii COBCTYHK B CeTH. 3eCb Thl MOXKELIb Y3HATb 
O Oe30MacHOCTH B CeTH MOHATHBIM HM JOCTYIIHbIM A3bIKOM, a IPH BO3HAKHOBCHHH 
KpHTHYecKOH cHTyalMu oOpaTHTbcs 3a coBeToM. A TakxKe IIPHHATb y4acTue B 
KOHKypcax HW CTaTb CaMbIM ILM(pOBbIM rpaxkKaHHHoM!


